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Online Safety

Your Online Footprint

Privacy Settings
Every social media account you have will come with optional ‘privacy settings’. These control who can see
what you post and who can contact you within each platform. Without the correct settings you open
yourself up to strangers being able to contact you and see information about you that you wouldn’t
share with a stranger face to face.

In your settings there is a section called ‘privacy and safety’ where you can alter a
number of settings. Your account should be
private, and it is wise to block people from
downloading your videos as it may still be in the
hands of someone
else and you will have no control over them posting it again. Like
other social media you make be aiming to get as many people to
see your page and
videos as possible but you have to remember that protecting
yourself is more important than gaining followers. Having a
public account should only be something you consider with
permission and supervision from your parents/guardians. You may
also want to block comments to protect yourself from hateful
people and to support your mental wellbeing.

Snapchat
To change your settings in snap chat click on your
profile button and click on ‘settings’ then update
your settings. Only your friends should be able to
contact you or view your posts/sto- ries.
With the snap map you need to remember that exposing where you
are to people can be very dangerous. If you have people you don’t
know on your snap chat and you are visible on snap maps they only
have to monitor your movements to easily work out information like
you address, the school you attend and where you go out most often.
So it is important that you only have friends on the app and that you
are mindful about protecting your location.

TikTok

In your settings there is a section called ‘privacy and safety’ here
you can alter a number of settings. Your account should be
private, it is wise to block people from downloading your videos
as it may still be in the hands of someone else and you will have
no control over them posting it again. Like other social media you
make be aiming to get as many people to see your page and
videos as possible but you have to remember that protecting
yourself is more important than gaining followers. Having a
public account should only be something you consider with
permission and supervision from your parents/guardians. You
may also want to block comments to protect yourself from
hateful people and to support your mental wellbeing.

Sexting
What is Sexting?
Sexting is the sending of sexually explicit pictures or messages. This can be done over text messaging or using
social media platforms.
If everyone involved is over the age of 18 there are no legal issues with sexting but no matter what your age
there are always possible unforeseen consequences of being involved in producing and sending messages or
pictures of a sexual nature.

It’s against the law to:
Under 18?
You need to know

Create a sexually inappropriate image of someone under
the age of 18—including yourself!
Send or share a sexually inappropriate image of someone
under the age of 18, even if it is an image of you.

Consequences of Sexting
If you create or share an inappropriate image of
yourself or someone else under the age of 18 you
will have broken the law and will potentially face
criminal charges which could affect your ability to
work and travel to different countries in the future.
Regardless of your age, sexting has other negative
consequences. Once you create and share an image
you no longer have control over where that image
ends up. It takes only seconds for someone to
download and share an image and once it has been
spread online it is almost impossible to delete every
copy that exists.
You may feel you trust the person you are
sending the image to but you can never be certain
that they will keep your privacy or it won’t
accidentally fall into someone else’s hands.

Getting Support

No one should pressure you into sharing an
inappropriate picture. If they are asking
knowing you are under 18 they are breaking the
law and you can report them to the police.
Trust your parents/guardians and tell them it is
happening or if you think you need support in
reporting what is happening you.

